BCR Communities

Privacy Policy

BCR¥

communities




CONTENTS

1 PURPOSE ...ttt ssssss st sss s s ssss st s s st 2
2 SCOPE st A e bt 3
3 INFORMATION WE COLLECT ..t siessssse s sssessssssssssssssssssssesssssssssssssssssssssnss 3
4  USE AND DISCLOSURE OF YOUR PERSONAL INFORMATION......comrremmrrernereirennns 3
5 HOW WE USE YOUR INFORMATION TO TELL YOU ABOUT OUR SUPPORTS
AND SERVICES ...t isseisssssessssssss st ss st sss s sssssss s s sss st s sssssssssssssessssssssssssnns 5
6 STORAGE AND SECURITY OF YOUR PERSONAL INFORMATION .....ccoorvemmrrennnnns 5
ACCESSING AND CORRECTING PERSONAL INFORMATION WE HOLD
ABOUT YO U. .ot ss s ssss s s ssss st s sss s ssssssss s ssassssssessssssssssnsns 6
8 PROTECTING YOUR PERSONAL INFORMATION ..coooiirreeernneieesieesesssssssssessssssssesssseness 6
9 CYBER SECURITY oottt sasssss s ssss s sss s s sssssssssssssssssssssssans 7
10 ELIGCIBLE DATA BREACH .ttt sisssssssssssssssss s ssssss s ssssssss s ssasssssssssssnns 7
T WHAT HAPPENS IF THERE IS A DATA BREACH ... ssissnesses e 8
Step 1-CoNtain the BrEACK .. e 8
Step 2 - Assess and evaluate the risks for parties associated with the breach
.................................................................................................................................................................................. 8
Step 3 - Consider breach NOLITICAtIONS. ...t 8
Step 4 - Take action to prevent future Preaches ... e, 8
12  NOTIFYING THE OFFICE OF THE AUSTRALIAN INFORMATION
COMMISSION (QAIC) ccetrriereiresisssseisessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssns 8
13 COMPLIANCE WITH THIS POLICY ..ot sssses s sssessssssssssssssssssssssssssens 9
14 DEFINITIONS AND TERMS ...ttt sssssss st ssssssssssssssssssssssssssssssssssssssssssnns 9
15 RELATED LEGISLATION AND DOCUMENTS .....oomrrenresnneiisnsssssesssssssssssssssssssssssssesses 10
16 FEEDBACK . st ssssssss s ss s st s ss bbb st sa e 10
17 APPENDICES ..t ssssssssssssssss s sss s s sss s s ssss s s sss s st ss s 10
18 DOCUMENT VERSION CONTRO L ..coiiierieeieisessisssissssssssssssssssssssssssssssssssssssssssssssssssnesses 10
APPENDIX 1- DATA BREACH INCIDENT REPORT FORM .....cenrseeeriesssssssiessssesssnons 12
APPENDIX 2 - DATA BREACH MATRIX ..o ssssssssssssssssssssssssssssssssssssssssssssssssssesses 17
APPENDIX 3 - DATA BREACH RESPONSE PLAN ...t ssassssssssssssss s 20
1 PURPOSE

11 Bay & Basin Community Resources Limited/BCR Communities (BCR) understands
that your privacy is important to you and we are committed to handling your
personal and health information responsibly in compliance with the Privacy Act
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1988 (Cth), the Australian Privacy Principles, Health Records and Information
Privacy Act 2002 (NSW), the Health Privacy Principles, the Aged Care Quality
Standards, the NDIS Practice Standards and the National Principles for Child Safe
Organisations.

1.2 The purpose of this Policy is to outline how BCR meets its obligations and how we
handle the personal and sensitive information which:

1.2.1 our clients provide to us so we can provide them with supports and
services and/or

12.2 candidates for positions applied for at BCR provide as part of their
employment or engagement application.

2 SCOPE

2.1 This policy applies to all of BCR's operations.

3 INFORMATION WE COLLECT

31 The type of information we collect about you depends on the nature of your
relationship with BCR whether, for example, you are a client, participant, job
applicant, contractor, volunteer or staff member.

3.2 This information may include:

321 identifying and contact information such as name, date of birth, address,
telephone number, email address,

322 government identifiers such as Medicare number, My Aged Care ID, Tax
File number,

323 financial information, such as banking, payment and contribution details,

324  health information required to provide you with the supports and services
you seek, and

325 information to deliver culturally appropriate services, such as religious,
racial and ethnic background including if you identify as an Aboriginal and
Torres Strait Islander person.

4 USE AND DISCLOSURE OF YOUR PERSONAL INFORMATION
41 BCR only collects personal information (including sensitive information) to:

411 provide you with supports and services (including third party products
and services) you've applied for, to identify you, to manage your account
and improve the services you receive,
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4.2

4.3

Yy
45

4.6

412 consider your application for employment, volunteering or contracting
services to confirm the information you've provided relating to experience,
previous employment, and reference and compliance checks, and

413 comply with other relevant legislation and BCR policies and procedures.

By applying for or using any of the supports or services we provide and/or by
providing us with your personal information, you agree to your personal
information being collected, held, used and disclosed as set out in this Privacy
Policy.

Whenever it is reasonable and practicable to do so, we will collect your personal
information directly from you. If we are unable to collect information directly from
you, we may also collect information from third parties to manage your supports
and services and to better understand you, your preferences and interests.

We also use this information to comply with our legal obligations.
Some uses include:
451 identifying you,

452 providing and managing a product or service, including assisting you to
complete online applications, answering your enquiries and complaints,

453 planning and delivering your supports and services,

454  helping us to improve the delivery of supports and services, enhance our
relationship with you and to effectively manage risks,

455 enabling contact with a nominated person, General Practitioner or other
health professionals involved in your care,

456 understanding your interests and preferences so we can tailor our
products, services and marketing to tell you about other products and
services that may be of interest to you,

457 managing our rights and obligations regarding external payment
systems, including claiming and receiving funding due to us in advance or
in arrears for services planned or provided to you,

458 assessing an application for employment, engagement or volunteering
with us,

459 interacting with regulators and government departments or agencies in
relation to a complaint made by you or your representative, or an incident
that is reportable to a regulator under an Act or regulation, and

4510 complying with legal or regulatory obligations imposed on us.

BCR may disclose your personal information to our workers and registered Third
Party Providers when you consent to receive supports or services from them. We
only disclose the personal information required to fulfil these services. All workers
and registered Third Party Providers are vetted, verified and bound to respect the
privacy of your personal information.
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4.7

4.8

51

52

6.2

6.3

If you choose not to provide us with some or all of the information we request, we
may not be able to provide you with the supports and services you require.

BCR will not send personal information about an individual outside Australia
without:

4.8.] obtaining the consent of the individual (in some cases this consent will be
implied) or

482 otherwise complying with the Australian Privacy Principles or other
applicable privacy legislation.

HOW WE USE YOUR INFORMATION TO TELL YOU ABOUT
OUR SUPPORTS AND SERVICES

We may use your personal information to tell you about the supports or services
you have requested or that we think might benefit you via:

511 email,

512 SMS, or other electronic notification,
513 social media and other digital platforms,
514 our website or software applications,
515 mail, or

516 telephone.

You can contact us at any time to ‘opt out’ of receiving these communications by
calling us on 1300 222 748 or emailing us at info@BCRCommunities.com.

STORAGE AND SECURITY OF YOUR PERSONAL INFORMATION

BCR takes reasonable steps to ensure that the personal or health information it
collects and holds is protected from misuse, interference, loss, unauthorised
access, modification or disclosure.

Personal and health information kept by BCR in printed form is stored in secure
premises. In electronic form, it is held in secure storage systems requiring login
details and passwords. Access to personal or health information is limited to
those who specifically require it to conduct their responsibilities.

Our workers are bound by a Code of Conduct to maintain the confidentiality of
your personal information. Third Party Providers are bound by a Brokerage
Agreement to maintain the confidentiality of your personal information. All
employees and volunteers of BCR Communities undertake privacy training so
that they know how to keep your information safe and secure. Other parties are
bound by Confidentiality clauses in our agreements with them.
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7.1

7.2

7.3

7.4

82

83

8.4

ACCESSING AND CORRECTING PERSONAL INFORMATION WE
HOLD ABOUT YOU

BCR takes reasonable steps to ensure that the information we hold about you is
accurate, complete and up-to-date. To assist us with this, please provide us with
correct information and inform us if your details change.

You have the right to access your personal information and request any
corrections. Please contact us if you wish to view and/or correct personal or
health information we hold about you. For security reasons, a written request
may be required to access your health information. We are committed to
granting you access to your personal information within a reasonable time frame.
We will not refuse you access unless there are legal reasons for doing so. In such
circumstances, we will explain those reasons to you.

If you have any questions about how we deal with personal information, wish to
complain about a breach (or suspected breach) of your privacy, or correct your
personal information, please contact us emailing info@BCRcommunities.com or
calling 1300 222 748. BCR'’s Privacy Officer is BCR's Chief Executive Officer.

If the matter is not resolved to your satisfaction, you can contact:
Office of Australian Information Commission (OIAC),

GPO Box 5288,

Sydney NSW 2001

Phone: 1300 363 992.

Email: foi@oaic.gov.au

Website: WWW.0aic.gov.au

PROTECTING YOUR PERSONAL INFORMATION

BCR is committed to keeping secure the Personal and Sensitive information you
provide to us. We will take all reasonable steps to ensure the information we hold
is protected from misuse, interference, loss, from unauthorised access,
modification or disclosure.

We hold your personal information in a combination of hard copy and in
electronic form. Some of your information is in secure data centres that are
located in Australia and some with selected service providers, including cloud
service providers.

Our information technology systems ensure we can meet the needs of BCR,
ensure the protection of consumer, worker and organisation information and
support the collection of service delivery data and reporting obligations outlined
in our Funding and Grant Agreements.

We hold your personal information for as long as it is required to provide you with
supports or services, or for any period we are required to keep that information by
law. If we no longer require your personal information for any purpose, we will
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take reasonable steps to securely destroy or permanently de-identify that
information in accordance with destruction and retention requirements.

8.5 BCR's workers shall NOT make any statement to the press, radio or television
station or to any reporter for the media. If a BCR worker is approached to make a
statement or comment, they are to refer the person to the BCR Chief Executive
Officer.

9 CYBER SECURITY

91 Strategies adopted by BCR to ensure the safety of data include:

9.1.1 we only utilise data storage physically based in Australia (data sovereignty)
and only accessible within BCR's private network,

912 utilising a Unified Threat Management firewall (UTM),

913 protecting all computers with passwords and only granting users access
to data that they require to do their job,

914 restricting access of service delivery staff to the data of clients they are
working with or likely to work with and to information directly related to
their work such as the support plan and notes, and

915 utilising mobile device manager (MDM) software to manage all access to
data by support workers and other staff using BCR mobile phones. This
includes remote wipe and remote delete functions for use in the event of
loss of the device.

10 ELIGIBLE DATA BREACH

10.1 Not all data breaches are required to be notified to the Information Commissioner
and affected individuals. The new notification requirements relate only to an
Eligible Data Breach (a concept as defined in the legislation). An Eligible Data
Breach is a data breach involving personal information that is likely to result in
Serious Harm to any individual who the information relates to.

Serious harm can include:

10.1.1 serious physical harm,

10.1.2  psychological harm,

10.1.3 emotional harm,

10.1.4 economic harm,

101.5 financial harm,

10.1.6  serious harm to reputation, and

10.1.7 other forms of serious harm that a reasonable person in the organisation’s
position would identify as a possible outcome of the data breach.
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10.2 Although individuals may be distressed or otherwise upset that a data breach has
occurred, this is not of itself sufficient to trigger the requirement to notify unless a
reasonable person in the organisation’s position would consider that the likely
consequences for those individuals would constitute a form of Serious Harm.

11 WHAT HAPPENS IF THERE IS A DATA BREACH

1.1  Inthe event of any loss, or unauthorised access or disclosure of your personal
information that is likely to result in serious harm to you, we will investigate and
notify the Office of the Australian Information Commission (OAIC) and other
relevant regulatory bodies, and notify you as required under Privacy Laws.

1.2 BCR's Data Breach Response Plan outlines the process to be implemented,
including:

Step 1 - Contain the breach

1.3  Contain the breach, make a preliminary assessment and designate person/team
to coordinate response. BCR's Chief Executive Officer and Executive Managers
will be notified of the suspected data breach.

Step 2 - Assess and evaluate the risks for parties associated with the breach

1.4 Assess and evaluate the risks for individuals and BCR (the parties associated with
the breach). Consider whether the data breach is an Eligible Data Breach and
whether a breach notification isrequired. Establish the cause and extent of the
breach and identify the risk of harm.

Step 3 - Consider breach notifications

1.5 If the breach or suspected breach may result in serious harm to an individual or
BCR, BCR's Directors and relevant government bodies will be informed. Itis
important to note that not all breaches necessarily warrant notification.

Step 4 - Take action to prevent future breaches

1.6 Fully investigate the cause of the breach and consider developing and
implementing a prevention plan. Make appropriate changes to policies,
procedures and relevant software. Review and revise relevant staff training
practices.

12 NOTIFYING THE OFFICE OF THE AUSTRALIAN INFORMATION
COMMISSION (OAIC)

121 Once BCR Communities has reasonable grounds to believe an Eligible Data
Breach has occurred, we will provide a statement to the OAIC as soon as
practicable after we become aware of the eligible data breach.

12.2 We will advise the OAIC if we believe that another entity regulated by the
Notifiable Data Breaches Act is involved in the eligible data breach.
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13.2

14

14.1

14.2

14.3

144
14.5
14.6

14.7

14.8

14.9

COMPLIANCE WITH THIS POLICY

If there is reason to believe that a director, committee member or worker has
failed to comply with this Policy, it will be investigated in accordance with relevant
Policies and Procedures.

Failure of a director, committee member or worker to comply with this Policy may
resultin:

13.21 the director or committee member being asked to resign their position or

1322 the worker facing disciplinary action and/or reasonable management
instruction in accordance with the Performance Development,
Performance Management and Disciplinary Policy and Performance
Management and Disciplinary Procedure.

DEFINITIONS AND TERMS

Client: an individual to whom BCR provides a support or service.

Client’s carer(s): a person/people, other than BCR workers, who provides unpaid
care and support to a client and includes parents and guardians and other
support people.

Director: an individual appointed to the Board of Directors responsible for
contributing to the collective decision making of the Board.

Executive Manager: a member of BCR's Management Team.
Personal information: information about you that also identifies you.

Third Party Provider: a business that is not affiliated with BCR that provides
services to BCR and/or clients while maintaining separation from BCR as a
contracted entity.

Sensitive information: information about you such as health, disability, ethnic
origin, beliefs or sexual orientation.

Serious Harm: harm that is “more probable than not” having regard to a number
of factors listed in the Notifiable Data Breaches Act including (not an exhaustive
list):

14.81 the kind of information;

14.82 the sensitivity of the information;

14.83 how the information is protected;

14.8.4 who the persons are who could have obtained the information; and
14.8.5 the nature of the harm.

Support workers: staff who provide direct supports and services to clients.

1410 We, us, our: BCR.

14.11
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1412 You, your: BCR's clients and workers.

15 RELATED LEGISLATION AND DOCUMENTS

Aged Care Quality Standards

Australian Privacy Principles

Data Breach Incident Report Form
Data Breach Matrix
Data Breach Response Plan

Health Privacy Principles

Health Records and Information Privacy Act 2002 (NSW)

National Principles for Child Safe Organisations

NDIS Practice Standards

Performance Development, Performance Management and Disciplinary Policy
Performance Management and Disciplinary Procedure

Privacy Act 1988 (Cth)

16 FEEDBACK

16.1 Workers and clients can provide feedback about this document by emailing
info@BCRCommunities.com.

17 APPENDICES
171 Data Breach Incident Report Form
17.2 Data Breach Matrix

17.3 Data Breach Response Plan

18 DOCUMENT VERSION CONTROL

181 BCR will maintain a high standard of quality and control of all documented
information and records. All documents (either retained or referred to) will be
current, suitable for use, accessible, quality controlled, and stored in a safe and
secure location.

18.2 BCR policies and procedures will be reviewed by the relevant responsible officer
either:

18.21 prior to the mandatory three year review period or

Formld: Privacy Policy 90f19
FormDate: 2024.07.22



1822 when anincident or a known change (legislative or internal) has occurred
or a complaint or feedback has been received that relate to specific BCR

policies and/or procedures,

whichever occurs first.

Title Privacy Policy

Policy Location Intranet
- Responsible Officer Chief Executive Officer
o
b Created By Date Created 16/08/2023
@
n Board to

Date Approved 16/08/2023 Approve all No

Modifications
Reviewer Executive Team
Version Modified/Reviewed Modifications Made Date Status

No By

001 Policy approved and implemented| 16/08/2023 | Approved

002 Reformatted original document | 20/11/2023 Draft
o~ — -
c 003 Executive Team Added deflnltlon for Director and 05/02/2024 Draft
o Executive Mgr
= " "
] 004 Executive Team Removed reference to information 18/03/2024 | Approved
(1] directly related to employment

005 Executive Team Replaced cover sheet 22/07/2024| Approved
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APPENDIX 1 - DATA BREACH INCIDENT REPORT FORM

5 e Tl T ol o] ol Sy g A
CH IMCIDEDR el=lsTm] ]
e B =

LALYEN RPN FURILY

[Dratails of person reporting the incident

Full name Title

Contact number

How did you find owt abowt the data breach

Name of person who notified you

O Male 0O Female
O5af OVisitor O Contractor O Volunteer DO Clemt D Other.. oo

Diate of breach Time of breach amipm

Diate you were notified Time you were notified am/pm

Location of data breach

STEP 1 - CONTAIN
Initial details of data breach

Dataiis of data which has been
accessed

Dietails of the extent of the data
breach

Details of any persons immediately
notified of data breach

Date persons notified Time persons notified am/pm

Did the person who notified you of the breach give any other relevant information about the breach?

Descnbe immediate action taken to contain the breach (if any)

¥ou must notify the Chief Executive Officer (CEQ) of the data breach

Date CEQ notified Time CEQ notified am/pm
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JATA BREACH INCIDENT REPORT FORM

PART 2 —TO BE COMPLETED BY MANAGER RESPOMNSIBLE FOR ASSESSING AND RESPOMDING TO THE DATA BREACH

Full nams

Titde

Contact number

STEP 2 — ASSESS and EVALUATE [Refer tn Rotn Areoch Besporse Flan)

What nfarmation does the breach inwolee?

What was the cause af the breach?

Wieat e the sxtent of the braach?

What damage of harm has been ar cdulkd he
caused by the breach?

Haw coan the breach be contained, if it has
nat been alresdy?

Rizk associated with the type of personal information involved

Wheo s affected by the breach?

Daes the tepe of persanal infarmation that
has been compromised creakbs o greater risk
of harm?

The context of the afected information and the breach

What is the context of the persanal
infarmation invohed?

Wik parties have gained unauthorsad
sccess to the affected informatian?

Haye thers been ather Brasches that could
have s cumulative sffect?

Haw could thie prsonal information be gsed?

The cause and extent of the breach

18 thare & rick of ongaing bresches or further
expoture af the infarmatiaon?

1% there evidence af theft?

I the personal infarmatian sdequately
encrigpted, anonymised or otherwise not
eatily accessibl =3

‘What was the source of the breach?

s the personal miormation been
recaverad?

Wikat steps have already besn taken o
mitigate the harm?
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DATA BREACH INCIDENT REPORT FORM

15 this & cystematic problem or an molated
incid enk?

How many individdals are apffected by the
bresch?

The risk of serious harm to the affected individuals

Wiho is the recipient of the infarmation?

What harm to individuak could result From
the breach?

Da you cantider the dets breach i an eligibde drto brecch {refer b Privacy
Palicy and Data breach redganse plan)

ves O g |

I s, the affect=d parties must be medified

STEP 3= NOTIFY
Motification to sffected individuals must indlude
A descrption of the breach Nncident ves mMa O
Type of personal information involved Yar 0 Mo O
A accaunt of the organisation’s respanse to the braach Yas Ma O
Ausistance aMfered o alfected partes Yan ka0
Other information spufoes designed to assist in protecting against identity Yes O Mo O
theft ar interferances with pricacy, such & www paic.gov.au;
The organisation: contact details Y T Ko O
Whether a regulater or ather external contact has been notified of the fian O Ha'd
breach
The legal implications var T Ma O
Infar maticn an how people or organisations can lodge & complaint with the Yas O Mo O
afganEation
Information on how people or prganisations can lodge @ complaing with the Yax Mo d
DAIC
Information on how peopde or organisat|ons can lodge o comiplaint with the TR Ma O
rabeyint state or berriery prdacy ar informastion rrgl_'laf:lr
NOTIFICATION TO THIRD PARTIES
The CEQ mrwst determine whether it iz necessory to notify ooy of the following
Office of the Australian Information Commissioner Vet O Mo pow ectinsed
Police ve2: O Mol buw etiesed
Insurance Provider Yes O Mo mas ectinsed

Credit card companies and financial institutions

ver O Bo O

Dale ollioswd

Professional or other regulatory bodies

Yes OO Mo T

Dl Scivesed
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B el B A
DATA BREACH INCIDENT REPORT FORM
Orther internal or external parties who have not alresdy been notilied ve:r [T Mo Dl Dwis setiowd

Agencies that have a direct relationship with the information, the subject | voo O na O
of the breach

Deils St hindeld ..o

Other risks
Detall whether there are ony brooder fnplications of the dote brecch o the orgomisation

Loas of public faith and trust in the arganisation?
Yes [ a0
If ¥ei please provde defails

Damages o reputation?
Yes O3 Mod
If Yee nlenge provide deprils

Liabiligy?
Yes T o O
If Yex plence arownide defei

Breach of any other privacy provisions?
L Me O
If ¥ei pleads provide detoils

If the CED determines that it [ not necessory to notily afected indbviduals, the OAIC or third parties of an eligible data
breach, the decision (induding reasons and any relevant exception) must be recorded here and must be sign off by the
CED

Deetail of reasons for declsion not to notify

CED sign off on decision not to notify

Name Signature
Date; Time:
Formld: Privacy Policy 14 of 19
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APPEMDIX 1

Tals
‘IT:‘-F}'.‘ _'*'i;fr".?"-?
DATA BREACH INCIDENT REPORT FORM

STEP 4 - REVIEW

Fully investigate the cause of the breach and consider developing a prevention plan.
Consider whether there are any changes which can be made within the organisation which will heip

prevent future data breaches, including policies, procedures and staff training. -

Identify what communication needs to be initiated to rebuild confidence and business reputation.

Mame of person completing this report (printj:

Signature
DR e e e

Formld: Privacy Policy
FormDate: 2024.07.22

15 of 19



6Li09L

T LO%720T :®1equiio
Ado110d AdeAld :pludio

yoeaiq ay) Aq pasned | yoeauq sy} fq pasned | yoeaiq ay) Aq pasned paisedaio)
aq pined Jo usaq 29 pinod lo usaq S0 PinoD 10 usag wuey Jo abewep yoeauq aul Aq pasned
sey wiey Jjo abewep sey wuey o abewep sey wuey lo sbewep 2IMny oN "pasned 20 p|nod 1o uaag sey
oT=y ug] jueayubig a7 pogs wesyiubig P351|E20] pUE IO wuey Jo sBewep o 12yl wiey 1o abewep ay |
SIENPIAIPUI SIGEYRUSP!
suonesiuebiio uonesiueblo ue 1o dnoub |jews uonesiuebio
pue sienpinipul ajdginw | 1o sienpinipul adynw | e Jo [enpiaipul 2uis B | 10 [ENPIAIPUI UE 0} uuiey
0} LY SNouSs [0 Ysky | ) Wiey SNOLSS JO ysiy | OF LY SNOLISS JO 3SRy | SMOLISS JO YSU ou 0} ST yaeauq Ul Jo JuSxa 3y
=jebniw o3 2jebn
uayel Buiag sdais pue 03 uaye; Buisqg sdais -
pauuyuod 10U yoeaiq pue payuspl yoeaiq N s =2inmny
10 30UN0S ‘UONBUWLOUl | |0 30IN0S 'UCHELLLIOUI Aue s1ebiiw o} usyel
10 2insodxa 10 ainsodxs Jayuny sdajs pue sayoeaiq
Jayunj pue sayoealq | pue sayoeaiq buiobuo jeadal so Buobuo sayoealq jeadal
BuioBbuo jo ysu ybiy 10 3SU S1eISpo|y 035U 2|qibyBaN 10 BuloBuo jo 3511 ON yoeaiq 2y} o 25nes ay |
[suonesiuebio Jo sjenpiripul
saied ay sanied uodn joedw) ‘pesopsip p ‘Aew
0] $sa41s1p wua) Buoj o} 2l 0] ssansip =] saiped au) 0} SSansIp YoIyM pue simeu Kigjaudoud
HOoys [eluelsqns asned | To0s [BUBISGNS 9sned Jounu Ajuo asned 10 [BUOS IS [BIIBLULLIOD
0} [enusjod ay; sey o} [equajod auj sey o} |enuajod 3y sey €S RGM UOREIO) L
yoiym suonesiuebio yoiym suopesiuebio yowm suopesiuebio SEEECI|  Of Siapes uogenungul engsHes]
puE sjenpiAipul 10 s|enpIAIpUl 10 sjenpiapul suopesiuebio Jo SaAoAU
o joadsal ul pasodxa | Jo joadsai ulpasodxs | Jo joedsal ul pasodxe | sjenpinpul o] Buluiepsd UoEs.q Sy} UONEWLIOUI
UDIEULIDJUI BAISUSS UOReLLIOUI SARISUSS UOHELLLDIUI SARISUSS | LONBLLIOIUI SAISUSS ON 10 2dA3 pue 21meu ay |
¥ = Jolep € = ajeiapojy Z=mo | = Joul
Kusnsg > 1samoT] 3oeduwi jo sdAj

ueld asuodsay yoealg eI 2Y] Ul paUIRNO Se Ylesuq ejep e Sunen|ens pue Fuissasse jo ssadoud auy jo ued se pasn aq pinoys XU1eW yaealq e1eq syl

%.d04

XIHLVIN HOVIHd vV1va - € XIdAN3ddV

XNHLY HOV3dE vY1ivd
Z XIGN3ddY



6140 LL

T LO%720T :®1equiio
Ado110d AdeAld :pludio

pedwi uesyubis 1oedwi aleispowl Joedwl [eLuuLy SME| SME| JUBAS|3I 1O
— M| o suoisiaold — sme| Jo suoisinold — sMme| Jo suoisinold Jo suoisiaoid Aoeaud | suoisiacid foeaud Jayio Aue
Aoenud 1suio jo yoealg | Aseaud Isuio o yoeaig | Aoeaud Jsuio jo yoealg | Jayio Aue jo yoeaiq oN | paydeaiq Juapioul SU) seH
yoeaiq
Apgen feunuu Aypgey) feuiuud Aigen [eunwud Aypger) 3y} woy Bunnsal Aupgen
10 |1M1D 4O JUeoyIuBIS | 10 |IAID 4O YSU SJEISPO | O JIAID O YSiI [BUIILUIN | [BUILLLID 1O JIAID JOXYSU ON | [BUILILID 10 [IAID 10} [BuS}od
T3] wnipaw
01 LoYs 3yl JaAo uonesiuefio ay;
uonesiuefio sy uo | o Jpedwl |BRISWWOD uonesiuebio ai uoiesiuebio ay) uonesiuefio
1edull [BIRISWWOD pue pUE DIWIOUODD | UG JPEdull [BIDISWuod uo jPEdw [BIUaWWod | 3y} uo yaealq sy} jo joedw)
2iWou23 Juediubig UWUD}-UOYS SJelapoly 10O DILUOUOJS [ELUILIA 10 DILIOUOD3 ON [BI2JSWLI0D PUE JILoU02T
Lis} Wnipsil 0} Joys _
‘ay 12a0 uonesiuebio uonesiuebio sy Jo uonesiuebio
au1 Jo uonendal ayy | uonEndal ayy 0} 1oedwl ‘ay} Jo uonendsy uonesiuebio auy jo uonesiuefiio
0} 1oedun Jueouubig uus}-poys ayelspoly | 2y uo 1oedw jewiuyy | uonendal sy} 0} ¥sU ON 1o uoneindsi 0} abeweq
u=g
LN 0} 1oys aup L3y Hoys auj -
Jano uonesiuebio syl Jano uonesiuebio ayy uonesiuebio sy uonesiuebio
ui 1snu} pue yyiey agnd | uiisna pue yyey oygnd | uiisni pue yyes dngnd 3 W isng pue ype) | uonesiuefio syj uiisniyg pue
0} peduw juesyubig 0} Joedwi SjeIspoy o} joedwi [ewiuy | 21gnd Jo SSo| o 3SU ON yyey ongnd Jo ssoj 40 ysiy
uua}
yoeaiq 2yl | 1oys auj ul psuiRjuod
uiejuod 0} Aemuspun | 2qjou |jim yaeaud jew
S1 YI0M pUE LWi=] 3SU MO| 0] S1EISPO paulejuod
H0YS 3l ul paulEIuod “Y2eaiq ay] uiejuod 2 Jou [im yoealq yoealq
20 10U || Yaesuq ay | ©} ABMUSpUN YIOAN | SU} 18U} SU OU O} S P3uIEjU0D YoE3IF sy} Buiurejuod jo Anowiqg

Z XIaN3ddY

XIHLY HOVY3dd vivd

%.d04



6Li0 8L

T LO%720T :®1equiio
A2110d AdeAlId :p|ulio

aye(

BINIEUSIS

030 jo awey

4o usis 03D

OON O S2A DIVO 0} PERILIGNS 2 0} Paau JuSWaIe)s B $30(Q
DION 0 s3A payiou 8q 0} pEU ASUY} S[ENPIAIPUI PIIBYE 18U} 31y
O °oN O S2A PRLIN200 Yoealq 2|qeynou e seH

uoisiaq Jo p103ay

$ysiy Jo Areununs

€ XIaN3ddV

XIH1VIN HOV3dd Yiva SAUNUIUIOD

%.d04



APPENDIX 3 - DATA BREACH RESPONSE PLAN

DATA BREACH RESPONSE PLAN

IDENTIFY
Someane (e.g. staff member, customer, Tamily or community member) identifies and then reports an actual or
suspected data breach to BCR Communities.. This is documented initially via the Make 4 Report form which is
emailed to relevant Manager and Chief Executive Officer. This is to be actioned immediately and acknowledged
by recipient.

STEP 1: CONTAIN
Steps are taken to immediataly contain or limit the suspected or known breach to prevent further access or
distribution of the personal information. For example, stopping the unauthorised access, shutting down the
system which was subjected to the breach, revoking/changing computer access privileges or addressing
weaknesses in SeCurity systems or professas.

e oy

4 )

STEP 2: ASSESS AND EVALUATE
Assess whether access or disclosure of the data would be likely to result in serious harm to a person or BCR
Communities
1. Details of the suspected or actual data breach are recorded wsing the Doto Breach Incident Repart
Form [(Appendix 1).
2. Complete Dota Breach Matrix (Appendix 2} to evaluate risk associated with the data breach

- S

Is the data breach likely to resultin
-— £ —
Mo serious harm to a person or Yes
organisation?

-

STEP 3: NOTIFY _\1
if the breach or suspected breach may result imserious harm to an individual or BCR
Communities, the Chief Executive Officer is to notify the affected individuals, other

relevant third parties, the Board Executive and the OAIC

The Chief Executive Officer should also evaluate whether any exceptions 1o

notification apply.
. 7
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STEP 4: REVIEW
Review the incident and take action to prevent future breaches. Fully investigate the cause of the breach and
consider developing 2 prevention plan. Make appropriate changes to policies and procedures.  Revise all
staff training practices and review what communications need to follow.
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